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Peter’s Posting
by

Peter Psarouthakis
Executive Director, Intellenet

Dear Intellenet Members:

Toronto is just around the corner ...

W are just a couple weeks away from our annual
Econference in Toronto, Canada. This year’s confer-

ence will once again be highlighted by an extraordinary
line up of educational topics and speakers. A big thank you

to George Michael Newman for
putting together our education
program this year. Toronto is a
wonderful city on the water
with a vast amount of things to
do during the off hours of the
conference. The city has great
restaurants, theaters and all
types of entertainment that
will fulfill every attendees re-
quirements for a grand time
while at the conference. | en-
courage you to click here to
see for yourself some of the

a lot of response from the membership already. If you are

interested in finding out more about this program | en-

courage you to go to the following website and contact
Kevin directly: www.readiresponseteam.com

~.. It is a wonderful city on the

water with a vast amount of things
to do, and our education program

/s once again outstanding.

Lomplete details on our website.

See you there!”

things Toronto has to offer and make plans with your fel-

low conference goers

As you have seen on the association listserv, Intellenet has
been active in helping individual members obtain billable
hours opportunities that benefit the overall membership.
The most recent initiative comes from member Kevin

If you are speaking with a potential client and would like

help in marketing them by using In-
tellenet as a benefit, do not hesitate
to contact me. Once a member
makes contact with us we have a
group of experienced people that
will brain storm and help as best we
can. We also have sample proposals
that members have used in the past
that can be tailored to your individu-
al needs. By working together as an
association we have the ability to
help you increase your odds of ob-
taining that big client. If you have
any questions do not hesitate to
contact me.

Toronto will be another great conference to network,

learn, make new friends and rekindle old friendships. | look
forward to seeing many of you there. | wish everyone a
very good and prosperous spring and summer.

As always, you can reach me by phone at (734) 320-9240,

McClain. His program called READI RESPONSE has garnered or by email at peter@ewiassociates.com.

(22
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Member News

Welcome New Members !

Fernando ALVAREZ — Miami, Beverly Hills, Havana
Russ BUBAS — Canton, MA
John CORRONA — Vincennes, IN
Lisa EDRICH — Ft. Worth, TX
Leroy EVERHART — Winston-Salem, NC
John GASPAR — Daytona Beach, FL
John HENDERSON — Evergreen, CO
Tom HOWARD — Newbury, MA
Wendy KLEINKNECHT — Westport, CT
Gautam KUMAR — Mumbai, India
Jeff LUTHER — Vero Beach, FL
Samjim MWANYASI — Nairobi, Kenya
James NANOS — North Wildwood, NJ
Scott REBEIN — Rockville, MD
Tom SANTAGUIDA — Brunswick, ME
Darren SHELMERDINE — Manchester, UK
Jennifer SIROIS — Ocean Grove, NJ
Jim TOTH — Ft. Lauderdale, FL
Mike TUMINARO — South China & ME
Emmanuelle WELCH — Brooklyn, NY
Ronald WHITE — Birmingham, AL

These are our new members since we last published. We can
update our membership listings on the web and in the Brief-
case Roster, by sending info to intellenet@intellenetwork.org.

“We hope you
renewed your
U.S. passport
before the rush.”

Phil Johnson sent us a
reminder of a news

item from earlier this year about renewing U.S. Passports.

Phil and Yin shared the story on their Facebook, LinkedIn
and Twitter feeds and received thousands of views. The

U.S. State Department is expecting a rush on passport re-
newals this year, because millions are set to expire soon.
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The story was first reported in the New York Times. You
can find the story on the Fox News web site.

Many travelers when renewing are using state driver li-
censes that do not meet the new REAL ID requirements,
which slows down the renewal process. Although airports
are accepting the older versions of driver licenses until
2018, the State Department is not.

Speaking of a license ...
License plate that is ...

Also earlier this year, Intellenet member Rich Rob-
ertson was interviewed for a story run by Fox
Channel 10 news in Phoenix, Arizona regarding the use of
license plate readers. If you get the opportunity, watch
the video at http://tinyurl.com/zxunshy. The use of li-

cense plate readers may be a topic of discussion in state
legislatures when it is considered a violation of privacy,
which happened in California when readers were first in-
troduced. Cooler heads prevailed and the legislature rec-
ognized license plate reader reports as information on the
whereabouts of a vehicle on “public or public accessible
property,” thanks to the efforts of the California Associa-
tion of Licensed Investigators. Rich is a private investiga-
tor with R3 investigations in Mesa, AZ. "It's just one of the
tools in the toolbox that investigators use to try and lo-
cate witnesses ..." said Rich, noting that the databases are
only accessible by licensed professionals and provide no
personal information.

Also, congratulations are due to Rich for his

appointment to the Arizona Private Investiga-
tor and Security Guard Licensing Board. Rich
will be a presenter at the Toronto conference.

Member News continues on next page ...



http://www.foxnews.com/travel/2016/01/28/why-need-to-renew-your-passport-now.html
https://www.dhs.gov/real-id-public-faqs
http://tinyurl.com/zxunshy
mail:intellenet@intellenetwork.org.

LPDAM'’s 25th Anniversary Cel-
ebration & Conference

I ntellenet member and Licensed Private Detectives of
Massachusetts (LPDAM) President William Connors is
proud to announce that the LPDAM will hold its 25™ Anni-
versary Celebration & Conference on September 16-17,
2016 at the Hampton Inn Conference Center, 319 Speen
St., Natick, MA. The conference program features two
days devoted to educating private investigators, law en-
forcement, attorneys, paralegals, investigative reporters,
and those wishing to learn more about investigations. The
conference will feature a collection of talented local and
national speakers. We traditionally anticipate between
100 and 150 attendees for this event. Each participant is a
professional who devotes a major portion of his or her
practice and business to investigative matters.

Confirmed sponsors as of this time are: Intellenet, PI Mag-
azine and the Campbell Group, more to come in the sum-
mer issue of Intellenet News. Speakers subject to final
confirmation include: Intellenet members Kitty Haley, Jeff
Stein, Jimmie Mesis and Bruce Hulme; Rick McMaster,
Fox TV25 investigative reporter Bob Ward, Attorney Steve
Lander, John Hoda and Attorney Eric Osterberg.

Hotel room rates for this event have been deeply dis-
counted at $119.00 per night. This rate will be available
until August 30, 2016. For overnight accommodations,
please call the Hampton Inn at 508-653-5000 (mention
the LPDAM Conference).

Look for more information in the Intellenet News summer
newsletter or check out www.lpdam.org.
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The Florida Association of Private Investigators (FAPI)
has announced that their annual training and litiga-
tion seminar will be held Sept. 21-25 at the Hilton Hotel in
Altamonte Springs, Florida. The theme of this year’s con-
ference is International Investigations. To that end, Har-
vey Morse (Chair), is bringing in guest speakers from Asia,
Mexico, Canada, the Middle East, South America and oth-
er locations regarding what can and cannot be done by
the private sector in those geographical areas. There will
also be training in medical investigations, an ethics course
and other events. Harvey is pleased to announce that the
Keynote Speaker this year will be Chief Jarrod Burguan of
the San Bernardino Police Department, who will address
the attendees on the terrorist attack in his city. Reserva-
tions can be made now at: www.myfapi.org. Typically,

many Intelleneter’s and BAl’s are in attendance!

The Intellenet books continue to
sell, with royalties attached ...

I February, Intellenet received a royalty check
nfrom Charles C. Thomas, Publisher for the most
recent sales of the three books edited by Bill Blake, with
contributing authors from the Intellenet ranks. According
to Ex. Dir. Emeritus Jim Carino, the latest number of total
sales are shown in the attached graphic. Jim thanks the
authors and sends special recognition to Bill for marshal-
ing these great reference books to publication.

34 sold

Member News continues on next page ...
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Intellenet Member Kevin McClain Announces ...

Get READI to Jumpstart Your Business!!
The READI Response Team is Looking for Intellenet Partners Nationwide

Join the only nationwide network of professional investigators that will be offering a rapid response to major inci-
dents (accidents, slip /trip and falls, and risk management related issues) through a nationwide network of inves-
tigators connected through the patented pending technology of the READI Response Mobile App! Clients are
ready to join the network we need investigators to be READI!

With your affiliation in Intellenet the most prestigious intelligence association in the world you are granted

waiver from the fees for training, vetting and background requirements.

Successful candidates / agencies must possess the following:

e Excellent communication, both written and verbal, trial testimony experience is a plus;

e Excellent computer, smart phone and organizational skills with the ability to work independently;

e Flexible in work schedules, availability and willingness to accept assignments on a rush basis;

e Ability to work nights, weekends and holidays. When incidents happen we are first with boots on the ground;

e All candidates must have fully insured vehicle, proof of liability insurance, and proof of investigator license
(states that require). Smartphone ( I-Phone or Android) or I-Pad or Tablet compatible with operating system;

e We are also looking for specialist in accident reconstruction, security premise negligence, slip/trip and falls,
claims, risk management, OSINT / internet / social media research, surveillance, executive protection, workplace
violence, and background investigations.

THIS REVOLUTIONARY NEW CONCEPT IN INVESTIGATIONS IS SET TO LAUNCH SUMMER 2016!!

PRE- LAUNCH OFFER! THE FIRST 500 INVESTIGATORS WHO SIGN UP
WILL RECEIVE:

1. REDUCED SUBSCRIPTION FEE 30% OFF! 100% GURANTEED RETURN OF YOUR SUBSCRIPTION FEE. IF YOU
DON’T MAKE BACK THE INITIAL COST OF YOUR YEARLY SUBSCRIPTION BY THE END OF THE FIRST YEARWE
WILL REFUND THE DIFFERENCE! NO QUESTIONS ASKED! THIS IS A LIMITED TIME OFFER FOR THE FIRST
500 AT $349! LESS THAN $30 PER MONTH! STANDARD SUBSCRIPTION RATE IS $499 YEARLY.

2. WAIVER OF TRAINING FEES: $99 VALUE!
3. SIGN UP NOW! SAVE OVER $249 OFF NORMALRATES!
4. Call 877-532-1152, email: readiresponse@gmail.com or visit: www.readireponseteam.com.

(21
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THE PRIVATE INVESTIGATOR
AS A SECURITY CONSULTANT

By William F. Blake, CPP CFE

The private investigator has numerous skills that can
be employed as a security consultant. The security
consultant complements the private investigator’s skill as
the consultant is a proactive entity that demonstrates to
clients that the private investigator is a viable response
resource when an incident occurs that threatens the rep-
utation and liability risks of the business.

An example of this relationship is using an impartial pri-
vate investigator to conduct an internal investigation of a
workplace violence issue. It is not in the best interests of
any business to use internal resources to conduct an in-
house investigation. In-house personnel normally do not
have the requisite skills and will be considered prejudice
in favor of the business that pays their salaries. Addition-
ally, the security consultant can suggest other billable
hours, such as developing appropriate policies and proce-
dures, providing security management training, and con-
ducting risk assessments.

Many businesses do not completely understand the po-
tential civil liability they may encounter in the areas of
premises liability and negligent security. Also they do not

normally realize the extent of potential financial judg-
ments and damage to their corporate reputation. The pri-
vate investigator is in a position to identify potential risks,
develop appropriate countermeasures and provide inves-
tigative services as needed.

The proactive security management area is a niche area
that appears to provide lucrative billable hours at a rate in
excess of the normal private investigation hourly rate.
One only has to be aware of the civil litigation potential of
the recent rash of multiple shootings and hostage situa-
tions. In a recent multiple shooting and hostage situation,
the shooter started his rampage by firing numerous rifle
shots in the parking lot for several minutes before enter-
ing the unlocked building. This is a situation where a secu-
rity consultant could have advised them to lock all exteri-
or door in an incident occurring outside of the building.
There will no doubt be some substantial litigation cases
alleging negligent security come out of this situation.

The private investigator has numerous skills that can be
easily transferred to proactive security management skills
at a significant billable hour rate. You should consider ex-
panding your business services as a proactive business
partner. $4¢

Bill Blake owns Blake and Associates, Inc. in Littleton,
Colorado. He can be reached as billblake2@aol.com.
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Debugging the Death Investigation:
Medicolegal Entomology

By George Michael Newman

The following article by Intellenet member George Michael Newman was originally published in The Legal
Investigator, the periodical of the National Association of Legal Investigators. It is a significantly abridged
version of Michael’s chapter “Medicocriminal Entomoloogy” as found in the Lawyers & Judges Publishing Com-
pany text, Advanced Forensic Criminal Defense Investigations, published in 2000.

As will be readily obvious, the article is dated; yet it still stands as a useful elementary primer relative to the art
and science of forensic entomology.

Also, the article was scanned from a copy of the NALI journal, published in 1997, which accounts for the ap-
pearance of the text, with the exception of breakout boxes and sidebars.

The republication of this article is done with the consent of the author, the illustrator, Kitty Hailey, CLI, and the
National Director of the National Association of Legal Investigators, Don C. Johnson, CLI.

lllustrations by Kitty Hailey, CLI

Continued on next page ...
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DNA. Blood Spatter. CD ROMs and the Internet: the last decade has generated
revolution after revolution in methods of nurturing an investigation from the
question to the answer. An additional investigative discipline in rapid evolution

is the science of forensic (or medicolegal) entomology, which often has applica-
tion in both civil and criminal investigations.

Continued on next page ...
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“.. the study of insects is not limited to criminal investigations,
but is instead relative to in a myriad of instances; deaths by
occupational diseases and/or industrial chemical poisons are
other examples.”

Continued on next page ...
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Investigative Resources for the Legal Investigator
By George Michael Newman

1. Perhaps one of the greatest resources available to a field investigator, or an investigator reviewing ento-
mological evidence and related procedural processes or questions, is the reference listed at the end of the
above article, Entomology & Death—A Procedural Guide. In addition to providing twenty-six case histo-
ries on the use of insects to resolve cases, it is replete with procedures and check lists, forms, and step by

Continued on next page ...
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step “how to’s.”

In any instance wherein entomological evidence is to be presented, it behooves investigators and attor-
neys to have detailed knowledge of the death scene and any other known factors related to the incident,
to include the security of the scene and evidence, the investigative procedures utilized at the death scene
and the methods utilized in the retrieval of evidence. Further, additional collection of evidence at autopsy
is an important part of the evidentiary chain.

“Disappearing evidence” is a factor with regard to entomological investigations, owing to the fact that the
live insects themselves, or their remnants, are temporary, transient or unstable. Beetles and maggots be-
neath a corpse may bury themselves quickly when a body is removed, some may scurry, hop or fly away
and stull others may be misidentified. Post-feeding maggot larvae and/or their molted shells are often
misidentified as rodent droppings due to their shape and color.

To learn more about forensic entomology, or to locate experts in the field, the Internet offers a panoramic
selection of additional articles, education and listings of experts, to include:

A. The Forensic Entomology Home Page (www.forensicentomology.com/links.htm)

B. Forensic Entomology Information Resources (www.all-about-forensic-science.com/forensic-
entomology.html)

C. The American Board of Forensic Entomology (www.forensicentomologist.org)

George Michael Newman, CFE, CCDI, CIP is the owner and executive director of
Tactical Investigative Services in San Diego, CA. A the time of this article, Michael
had conducted over 1,000 murder investigations, including 21 death penalty cas-

es. He is past president of the California Institute for Professional Investigators and
the San Diego County Investigators Association. He can be reached at
619.231.0933, or tacticalgmn@sbcglobal.net.

Intellenet News, Spring 2016
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ISPLA News for INTELLENET

By
Bruce Hulme H. Hulme, CFE, BAI
ISPLA Director of Government Affairs

I SPLA's bipartisan political action committee, formed

professional associations to participate in lobbying and

in 2009, created a mechanism for individuals and

to financially support qualified political candidates for
office.

ISPLA has a memorandum of understanding with INTEL-
LENET to provide its membership with government rela-
tions services which includes allowing ISPLA and its politi-
cal action committee to solicit membership and dona-
tions. That memorandum reads:

"ISPLA will be retained to independently handle legis-
lative and regulatory monitoring, government affairs,
advocacy programs, and report on significant pro-
posals, acts, treaties, agency and commission rulings,
court decisions and laws which may affect INTEL-
LENET members and the private investigations profes-
sion and the security industry.... ISPLA will have au-
thority to conduct political action activity of INTEL-
LENET members through ISPLA-PAC and through its
government relations work on behalf of INTELLENET,
to seek periodic voluntary individual contributions
from INTELLENET members to fund to its non-partisan
ISPLA-PAC, and to utilize INTELLENET's resources, in
compliance with Federal Election Law and/or to peri-
odically seek voluntary contributions or assessments
authorized by the INTELLENET board, should such be
enacted, from business and corporate members of
INTELLENET to fund ISPLA's operating expenses in
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compliance with rulings and provisions of the Federal
Election Commission.”

As both ISPLA's Government Affairs Director and INTEL-
LENET's Legislative Liaison Board member, | urge you to
read the letter on the next page from Al Cavasin, ISPLA’s
Executive Committee Chairman and to please donate to
the ISPLA-PAC.

U.S. Supreme Court Orders Massachu-
setts to Review Ban on Stun Guns

M

preme Judicial Court had upheld the ban contending

assachusetts is one of the few states prohib-
iting possession of stun guns. That state's Su-

the Second Amendment's right to bear arms does not
extend to stun guns. On March 21, the U.S. Supreme
Court said "the explanation the Massachusetts court
offered for upholding the law contradicts this court's
precedent." They were referring to the U.S. Supreme
Court's 2008 5-4 ruling in District of Columbia v. Heller
that struck down Washington, D.C.,'s handgun ban and
said the Constitution guarantees the right to a gun, at
least for self-defense at home. Now the eight justices,
with no dissent, issued an unsigned opinion in favor of
Jaime Caetano, who had been convicted of violating
that state's anti-stun gun law. She claimed to have kept
a stun gun in her purse for self-defense against an abu-
sive former boyfriend. Massachusetts' highest court
had ruled that state's ban on the possession of stun
guns does not violate the Second Amendment to the
U.S. Constitution.

The Heller decision was written by the late Justice An-
tonin Scalia, with four liberal justices in dissent. The
Supreme Court has refused repeated pleas to spell out

ISPLA News continues on page 14...
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A Message from ISPLA’s Executive Committee Chairman,
Al Cavasin, to ISPLA Members

’ I Vroops: Periodically, | find myself in the unenvi-
able position of a “fundraiser.” This is one of
those times.

Investigative and Security Professionals for Legisla-
tive Action exists for one purpose and one only -- to
influence legislation for the good of the industries.
To accomplish that, we have exactly two tools in
the shed; and they are equally important. First, is
our PAC, which gets us a seat at the table where
legislation is written -- and rules and regulations are
promulgated. It opens the doors, ears, and minds of
our legislators and establishes our brand. It was the
primary driver in our founding. Without it, at best
we are crippled.

Over the years our PAC has collected thousands of
dollars, which we have used both judiciously and
wisely. | am proud to report that EVERY PENNY has
been contributed to winning legislators. Every Pen-
ny. While that is a laudable achievement, it would
be foolhardy to think the job is done, that we can
now rest on our laurels and all will be well. This is
an election year, and not just any election year, but
a Presidential election year which consistently pro-
duces the greatest amount of legislative activity. If
we are to engage in this process, we need to be
ready, and, at present, we aren’t.

Today, our PAC funding is at its lowest level in our
history, and | am writing this both in the hope -- and
in the expectation -- that you will all help me reme-
dy that. It is critical that we fund our PAC! For the
work we have at hand, we need to raise $8,000.00
over the next six months! Because it is necessary to
lead from the front, | am going to kick off these do-
nations with my personal contribution of $130.00.
That represents one hour of my investigations bill-
ing - or - one dollar for each of our security officers
when | managed Great Northern. | always found
that a good formula to use in these matters.

| respectfully request that each of you examine your
own consciences and determine what you can con-
tribute to our efforts. Since this is a PAC donation, it
MUST be in personal funds -- either checks, Pay Pal
or credit cards. We cannot accept corporate contri-
butions.

Because The Only Thing That Could Possibly Be
Worse ... than having to ask for money - is not ask-
ing at all and leaving your association crippled at
the hour of greatest opportunity.

So please be generous, and thank you for your con-
tinued support! ¢ 44

To contribute
please go to
www.ISPLA.org or
mail your personal
check donation to
ISPLA-PAC at 235 N.
Pine St., Lansing,
Michigan 48933

Intellenet News, Spring 2016
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Continued from page 12 ...

the extent of gun rights in the United States, even
prompting Scalia and Justice Clarence Thomas to vent
their frustration this past December when their col-
leagues refused to hear an appeal over local assault
weapon bans. Since Judge Scalia's death in February
there is no way to know at this point whether his death
affected the outcome or at least the court's approach
in the Massachusetts case. This unsigned opinion was
the first time the court's liberals had cited the Heller
case approvingly. With gun

rights advocates voicing The law would

concern that Scalia's re- exemptjudges
placement may provide a from a

fifth vote to overturn the e .

Heller decision, some ‘justifiable

court watchers think that need” rule...
the liberal justices may

have wanted to signal that

they are not eager to

overturn Heller. In any

event, the court's actions

until now have shown that

the Heller case has not

proven to be a major impediment to effective gun con-
trol law. However, Justice Samuel Alito, joined by
Thomas, wrote separately to criticize the state court
ruling in blunt terms. Alito called Monday's ruling
"grudging" and noted that the state court would now
have another chance to rule against Caetano.

Above the law? New Jersey State
Senator Seeks Law Allowing
Legislators and Judges to Carry
Handguns

Meanwhile, in a move likely to rankle advocates
on both sides of the gun rights debate, a long-
time New Jersey state lawmaker is seeking to make it
legal for legislators and judges in that state to carry
handguns. In a measure recently introduced by state
Senator Gerald Cardinale (R-Bergen), the 120 members
of the New Jersey Legislature and the hundreds of judg-
es at the state's superior and municipal court levels
would be allowed to obtain carry permits if they com-
plete at least eight hours of firearms training. It is not
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clear if members of the state Supreme Court would also
be included.

Cardinale, a member of that state's legislature since
1980, has frequently fought to loosen New Jersey's fa-
mously tight gun control laws. He states that lawmak-
ers and judges face a greater risk of being attacked
than most citizens.

"This measure will ensure that public servants have the
means to protect themselves from those who might
violently disagree with their viewpoints or decisions,"
he said in a statement. "A judge should feel safe return-
ing home each night no
matter how they ruled or
what they ruled on that
day.

New Jersey is frequently
cited as the state with the
second-strictest gun con-
trol laws in the U.S., after
New York. New Jersey
currently requires appli-
cants seeking a permit to
carry a hand gun show a
"justifiable need" to pro-
tect themselves and that the danger to their life cannot
be avoided by means other than the firearm.

Cardinale's bill (S1982), if passed, would make lawmak-
ers and judges exempt from the "justifiable need" rule.
However, they would be required to show they were
trained and do not have any disabilities that would ex-
clude them under the current law. This bill was recently
commented upon by Brent Johnson of NJ Advanced
Media in NJ.com and provided to ISPLA by Stateline
Daily of The Pew Charitable Trusts.

Alexander Roubian, president of the New Jersey Second
Amendment Society, a gun rights group, is against Car-
dinale's proposal, saying he's "dumbfounded and in-
sulted by the senator's logic. New Jersey legislators tru-
ly operate as a fiefdom Their mentality of 'good for
thee but not for me' radiates in this proposed bill. Why
are the politicians and judges more important than reg-
ular citizens?"

ISPLA News continues on next page...



CFPB Takes Action Against Two of
the Largest Employment Back-
ground Screening Report Providers
for Serious Inaccuracies: General
Information Services and Affiliate e
-Background-Checks.com, Inc.
Jailed to verify the accuracy of con-
sumer reports sold to employers
about job applicants

Last fall. the Consumer Finan-
cial Protection Bureau (CFPB)
took action against two of the larg-
est employment background screen-
ing report providers for failing take
basic steps to assure the infor-
mation reported about job appli-
cants was accurate. The serious in-
accuracies reported by General In-
formation Services and its affiliate,
e-Background-checks.com, Inc.
(BGC), potentially affected con-
sumers’ eligibility for employment
and caused reputational harm. The
CFPB is ordering the companies to
correct their practices, provide
$10.5 million in relief to harmed
consumers, and pay a $2.5 million civil penalty. We bring
this to your attention to let you know that this action by
the CFPB may very well become redundant of the authori-
ty often exercised by the Federal Trade Commission
against information brokers and to a lesser extent private
investigators. Members of INTELLENET conducting em-
ployment background investigations should pay attention
to this development.

“General Information Services and its affiliate failed to
take basic steps to provide accurate background screening
reports to employers about job applicants,” said CFPB Di-
rector Richard Cordray. “Today, (Oct. 29, 2015) we are
holding two of the largest companies in this market ac-
countable for cleaning up the quality of their reports.”

GIS and its affiliate, BGC, collectively generate and sell
more than 10 million consumer reports about job appli-
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INVESTIGATIVE AND SECURITY
PROFESSIONALS SHOULD TAKE
NOTE OF CFPB’S SANCTIONS
FOR IMPROPERLY CONDUCTING
EMPLOYMENT BACKGROUND
CHECKS.

cants each year to prospective employers. These consum-
er reports include criminal history information and civil
records, among other types of data. Employers use the
consumer reports to determine hiring eligibility of appli-
cants and make other types of employment decisions. The
companies are two of the largest background screening
report providers in the United States. GIS is headquartered
in Chapin, S.C., and BGC is headquartered in Dallas, Texas.

The CFPB found that GIS and BGC violated the Fair Credit

Reporting Act by, among other things, failing to employ
reasonable procedures to assure
the maximum possible accuracy of
the information contained in re-
ports provided to consumers’ po-
tential employers. Specifically, the
CFPB found that the companies
violated the law by:

e Failing to take basic steps to
assure accuracy: The CFPB found
that the companies failed to use
basic procedures for matching
public records information to the
correct consumer. For example,
the Bureau found that GIS did not
require employers to provide
consumers’ middle names, and
neither company had a written
policy for researching consumers with common names.
The Bureau also found that GIS failed to use an audit pro-
cess to adequately test the accuracy of the reports provid-
ed. The Bureau found that, between 2010 and 2014, near-
ly 70 percent of criminal history disputes consumers filed
with GIS resulted in some change or correction to the in-
formation in the consumer’s background report. As a re-
sult, the companies provided prospective employers with
inaccurate reports that included criminal records attached
to the wrong consumers, dismissed and expunged records,
and misdemeanors reported as felony convictions. These
inaccuracies can result in the denial of employment,
missed economic opportunity, and reputational harm to
otherwise qualified applicants.

e Including impermissible information in consumer re-
ports: The CFPB also found that the companies unlawfully
included certain information in consumer reports they
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provided to prospective employers. Specifically, the CFPB
found that GIS and BCG failed to take measures to prevent
non-reportable civil suit and civil judgment information
older than seven years from being illegally included in its
reports.

Enforcement Action ...

Pursuant to the Dodd-Frank Wall Street Reform and Con-
sumer Protection Act, the CFPB has the authority to take
action against institutions or individuals engaging in unfair,
deceptive, or abusive acts or practices or who otherwise
violate federal consumer financial laws.

Under the terms of the CFPB order re-

leased today, the companies are re-

quired to:

e Provide $10.5 million in relief to
harmed consumers: The companies
must identify consumers negatively
affected by their conduct and provide
monetary relief. The companies will pay
approximately $1,000 to each affected
consumer.

e Revise their compliance procedures:

The companies will revise procedures to assure reporting
accuracy. These procedures include using algorithms to
distinguish records by middle name and match common
names and nicknames, using consumer dispute data to
determine the root causes of errors, and using software to
identify and reconcile discrepancies.

e Retain an independent consultant: The companies will
hire an independent consultant to review and assess the
companies’ policies, procedures, staffing levels, and sys-
tems. The consultant will also recommend changes and
improvements where necessary.

e Develop a comprehensive audit program: To test the
accuracy, integrity, and completeness of the public-record
information sourced to generate the companies’ back-
ground reports, the company will develop a written audit
program. The audit program will be implemented at a fre-
guency necessary to reliably test the accuracy of the com-
panies’ background reports. At least twice a year, the com-
panies will evaluate and adjust the audit program in light
of the results and any material changes to the companies’
operations.
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e Pay a civil monetary penalty of $2.5 million: Collective-
ly, the companies will pay a $2.5 million penalty for their
illegal actions.

The 24-page consent order is available at: http://
files.consumerfinance.gov/f/201510 cfpb_consent-
order_general-information-service-inc.pdf.

Data Broker Defendants Settle FTC

Charges They Sold Personal Infor-

mation to Scammers: Court also en-
ters $4.1M default judg-
ment against additional
defendant

This is a follow-up to a prior ISPLA
post. A group of defendants have
settled Federal Trade Commission
charges that they knowingly provided
scammers with hundreds of thousands
of consumers’ sensitive personal infor-
mation — including Social Security and
bank account numbers.

The proposed federal court orders prohibit John Ayers,
Leaplab and Leads Company from selling or transferring

sensitive personal information about consumers to third
parties. The defendants will also be prohibited from mis-
leading consumers about the terms of a loan offer or the
likelihood of getting a loan. In addition, the settlements
require the defendants to destroy any consumer data in
their possession within 30 days.

The orders include a $5.7 million monetary judgment,
which is suspended based on the defendants sworn inabil-
ity to pay. In addition to the settlement orders, the court
entered an unsuspended $4.1 million default judgment

with similar prohibitions against SiteSearch, the remaining

defendant in the case.

“LeaplLab purchased sensitive information, including
Social Security and bank account numbers, from pay
-day-loan websites, and then sold that information
to entities it knew had no legitimate need for it,”
said Jessica Rich, Director of the FTC’s Bureau of
Consumer Protection. “That allowed scammers to
steal millions of dollars from people’s accounts.”
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In its complaint, the FTC alleged that the defendants col-

lected hundreds of thousands of loan applications sub-

mitted by financially strapped consumers to payday loan
sites. Each application contained the consumer’s name,
address, phone number, employer, Social Security num-
ber, and bank account number, including the bank routing
number.

The defendants sold 95 percent of these sensitive applica-
tions for approximately $0.50 each to non-lenders that did
not use the information to assist consumers in obtaining a
payday loan or other extension of credit

and had no legitimate need for this fi-

nancial information. In fact, at least one

of those marketers, Ideal Financial Solu-

tions — a defendant in another FTC

case — used the information to with-

draw millions of dollars from consumers’

accounts without their authorization.

FBI v. Apple

T he U. S. Department of Jus-

tice abandoned its attempt to

force Apple to help it unlock the

iPhone used by one of the shoot-

ers in the San Bernardino terrorist attack because investi-
gators have found a way in without Apple's assistance,
prosecutors wrote in a court filing this date. They indicat-
ed they had “accessed the data stored on” the shooter’s
iPhone and no longer needed Apple’s help. They have
asked the court to vacate an earlier ruling forcing Apple to
provide assistance. This information should be noted by
the reader when reviewing the information reported in
the following two articles.

The FBI’s last-minute decision to pause their legal fight
with Apple over the San Bernardino shooter’s iPhone is
roiling the bureau's critics who accuse it of acting disin-
genuously. For weeks, critics pressed the FBI on whether it
tried hard enough to hack into the device on its own, be-
fore it sought a court order to force Apple's assistance.
Then on March 21, the FBI unexpectedly asked to cancel
the first hearing in the case, saying it may have found a
way in without the help of the company’s engineers.

According to "The Hill" this eleventh-hour shift has given
new ammunition to critics who argue that the agency’s
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focus was on setting a precedent on encrypted communi-
cations, not investigating shooter Syed Rizwan Farook’s
device. We now find that on March 21 the FBI contracted
with Cellebrite USA Corp in the amount of $15,278.02 to
perform services. Speculation is that this firm may be the
one to break the password of the subject device.

The FBI Claims Failure To Guess Password Will Make
Data 'Permanently Inaccessible,' Which Isn't True ...

According to the all-in-service-of-future-writs-and-
exploitations department of TECH DIRT

The FBI's attempt to force Apple to help it
break into an iPhone hasn't been going well.
A lot of that has to do with the FBI itself,
which hasn't exactly been honest in its por-
trayal of the case. It tried to fight off claims
that it was trying to set precedent by claim-
ing it was just about this one phone... which
worked right up until it dropped details
about twelve other phones it couldn't

break into.

Comey's protestations of "no prece-
dent" were further undermined by

law enforcement groups filing briefs in support of the FBI
that basically stated they, too, would like Apple to be
forced to comply with orders like these. And then there
was the whole thing about some "dormant cyber patho-

gen" that was basically laughed off the internet within
hours of its appearance.

There were also claims that Apple has done this sort of
thing 70 times in the past but was just being inexplicably

obstinate this time for reasons the FBI could not compre-
hend. But that wasn't true either. Apple does provide law
enforcement with access to data it can retrieve from its
end -- which is nothing like writing software that would
allow the FBI (and anyone else who gets their hands on it -
- or who makes similar demands following an FBI win) to
bypass the security features of its phones.

Dan Gillmor of the ACLU has taken another look at the
FBI's motion to compel and found it has misrepresented

how Apple's "auto-erase" (which occurs after a certain

number of failed login attempts) actually works.

The FBI has been unable to make attempts to deter-
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mine the passcode to access the SUBJECT DEVICE
because Apple has written, or “coded,” its operating
systems with a user-enabled “auto-erase function”
that would, if enabled, result in the permanent de-
struction of the required encryption key material
after 10 failed attempts at the [sic] entering the cor-
rect passcode (meaning that, after 10 failed
attempts, the information on the device becomes
permanently inaccessible)...

That's not what actually happens, Gillmor points out. All
data is not erased once 10
failed attempts are recorded.
An agency with as many tech-
nically-astute employees -- as
well as access to a variety of
data recovery and software
forensic tools -- should know -
- or likely does know -- that it
doesn't work this way. The
phone doesn't erase all of the
data, nor does it make it
“permanently inaccessible."
Instead, it just destroys one
of the keys to the data.

The key that is erased in

this case is called the “file

system key”—and (unlike the hardwired “UID” key
that we discussed in our previous blog post) it is not

burned into the phone’s processor, but instead
merely stored in what Apple calls “Effaceable Stor-
age,” which is just a term for part of the flash
memory of the phone designed ...

The data is still intact. The front door isn't. But the FBI can
work around this by preventing the key from being de-
stroyed in the first place -- without Apple's help.

So the file system key (which the FBI claims it is
scared will be destroyed by the phone’s auto-erase
security protection) is stored in the Effaceable Stor-
age on the iPhone in the “NAND” flash memory. All
the FBI needs to do to avoid any irreversible auto
erase is simple to copy that flash memory (which
includes the Effaceable Storage) before it tries 10
passcode attempts. It can then re-try indefinitely,
because it can restore the NAND flash memory from
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its backup copy.

Even if the FBI fails in its attempts to brute force the code,
the data on the phone remains intact. By working with a
copy of the flash memory, the FBI can restore the phone
to its "10 guesses" state repeatedly until it finally guesses
the code.

The FBI can simply remove this chip from the circuit
board (“desolder” it), connect it to a device capable

of reading and writing NAND flash, and copy all of

its data. It can then replace the
chip, and start testing
passcodes. If it turns out that
the auto-erase feature is on,
and the Effaceable Storage
gets erased, they can remove
the chip, copy the original in-
formation back in, and replace
it. If they plan to do this many
times, they can attach a “test
socket” to the circuit board
that makes it easy and fast to
do this kind of chip swapping.

It's literally unbelievable that the

FBI doesn't have access to the

tools to perform this or the exper-

tise to get it done. Which leads
Gillmor back to the inescapable conclusion: this isn't about
one iPhone or even twelve of them. This is about convinc-
ing a judge to read the All Writs Act the way the FBI would
like it to be read -- a reading that would not only push the
envelope for what it can demand from unrelated parties in
the future, but that would also give it software to modify
and exploit.

If it gets to that point, device users are going to have to
start eyeing software/ firmware updates very suspiciously.

The FBI wants to weaken the ecosystem we all depend
on for maintenance of our all-too-vulnerable devices. If
they win, future software updates will present users
with a troubling dilemma. When we're asked to install a
software update, we won’t know whether it was com-
pelled by a government agency (foreign or domestic), or
whether it truly represents the best engineering our
chosen platform has to offer.
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This is the end game for the FBI, even though it doesn't
appear to realize the gravity of the situation. To it, Apple is
the obstacle standing between it and the wealth of infor-
mation it imagines might possibly be on that phone. Even
if Apple is forced into compliance and the phone contains
nothing of use, it will still have its precedent and its hack-
ing tool and we'll be headed towards a world where patch
notes contain warrant canaries.

EXECUTION NATION: A Report of In-
terest to Criminal Defense Investi-
gators

A record 149 Americans were exonerated in 2015; 58
of them following wrongful convictions in homicide
cases. The people to whom justice came last year had
spent an average of 14.5 years in prison (imagine how
much that cost taxpayers). Police and prosecutorial mis-
conduct, false confessions, and dubious guilty pleas ac-
counted for the vast majority of the cases that resulted in
these exonerations. All of these details (and many more
and good analysis, too) were included in a February 3,
2016 National Registry of Exonerations’ new 2015 annual
report. You can read that 30-page report here. It was pro-
vided to ISPLA by the Brennan Center for Justice at NYU
School of Law. It was compiled by the University of Michi-
gan law School.

How one views this report, however, likely depends in
large part upon what kind of person you are. Criminal de-
fense investigators may view a justice system that is bro-
ken, along with some judges, lawyers and recently some
politicians. There is becoming a sense of urgency to right
the many wrongs the system has produced. "The fact that
justice delayed is justice denied doesn’t mean that delayed
justice doesn’t feel great to those who receive it." reports
Andrew Cohen, a fellow at the Brennan Center for Justice.
He further states:

"For every American exonerated last year there are five
or 10 or 100 innocent people languishing in our prisons
for crimes they did not commit, just waiting for good
fortune and justice to come to them. These wretched
people — and | believe there are tens of thousands of
them — may have been wrongly convicted for different
reasons but they still are imprisoned for the same rea-
son; a stubborn refusal on the part of officials to admit
they got it wrong and do something to make it right."
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ISPLA BOARD:
Member News Update

I SPLA is pleased to announce that our board mem-
ber Richard Horowitz has joined the board of Geno-
cide Watch, the coordinator of Alliance Against Geno-
cide, comprised of 50 organizations from around the
world focused completely on preventing genocide. It
was founded in 1999. Genocide Watch is located at
George Mason University in Arlington, Virginia. He is
also an inactive member of INTELLENET and has been a
speaker on the subject of ethics at a number of profes-
sional seminars of INTELLENET, ACFE and Bar associa-
tions. He is presently based out of Israel.

Richard will also be the lead-off speaker at The Monaco
Wealth Forum in Monte-Carlo. The forum will include a
focus on security issues. Also, Carlos Collazo of DuKlaw,
a leading expert on cyber security, will also be a pre-
senter on digital security and the importance of cyber
defense in wealth protection.

On a similar topic of interest, click here to an ISPLA
posting on pretexting call centers of financial institu-
tions to commit fraud. It is on our website in the
"Security Related Topics" section.

One aspect of the Registry’s report focuses upon Convic-
tion Integrity Units (ClUs) set up in some jurisdictions to

try to ferret out wrongful convictions. Here, too, there is
reason to be both optimistic and pessimistic.

“There were 24 ClUs in the United States in 2015, dou-
ble the number in 2013 and quadruple the number in
2011. A record 58 ClU-exonerations took place in 2015.
Overall, ClUs have helped secure 151 exonerations from
2003 through 2015; nearly three-quarters occurred in
2014 and 2015 (109/151).”

Unfortunately, the performance of these ClIUs has been
highly variable and some have been criticized as mere win-
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dow dressing. Nearly half of CIU exonerations come from
one office (Harris County, TX) (76/151), and almost 90%
(134/151) occurred in four counties. Half of all CIUs have
not been involved in any exonerations—and four others
worked on one only—including several units that have
existed for three to five years. Several ClUs have no con-
tact information that’s publicly available on the web or by
telephone, including some that have been in operation for
years.

The vast majority of state and local justice systems still
aren’t willing or able to face the truth about wrongful con-
victions in their midst. Occasionally there will be an order
to release a prisoner who happens to get lucky and fortu-
nate to have a dogged attorney (and defense investiga-
tor) press an innocence claim in a jurisdiction with a rela-
tively enlightened prosecutor. But any locale without a

Conviction Integrity Unit, or a productive one anyway, is
saying loudly and clearly that fixing wrongful convictions is
too expensive and embarrassing to be a policy priority.

Wrongful convictions can never be eliminated. They will
exist so long as our justice systems are human endeavors.
Unfortunately, getting innocent people out of prison
quickly is not a priority for most Americans. Most of us
are, instead, seemingly comfortable allowing tens of thou-
sands of our fellow citizens to languish

in our overcrowded prisons (at our ex-

pense) while the real culprits of the

crimes for which they were convicted

remain free. $4¢

Bruce Hulme, LFE B4l is ISPIA's Director of
Lovernment Affairs. More at ISPLA.org.

ISPLA Special Report e —
INVASIVE DRONE DOWNING DRONEDEFENDER™
DEMONSTRATION
CAPTURES ATTENTION
NATIONAL HARBOR, Maryland
(May 11, 2016) — The Battelle
DroneDefender™ is the first man-
portable, accurate and easy-to-use sys- {
tem to provide critical security protec-
tion against small UAS devices. It uses radio
control frequency disruption to safely stop
drones in the air before they can pose a threat to
military or civilian safety. It is an inexpensive,
lightweight point-and-shoot system with a demonstrated range of 400 meters. Click
here to see a simulation of it in action. Presently, the technology is restricted to use by federal authorities under
a strict permitting process, but sales thus far are approaching nearly 100 units sold to the U.S. Department of
Defense and the U.S. Department of Homeland Security.
Drones will be a key topic of discussion at the Intellenet Conference in Toronto, for the second consecutive year.
Last year, Remi Kalacyan gave a well received presentation on the subject. This year, James Nanos of New Jersey
and James Acevedo of Toronto, both experts on this subject matter, will be giving their presentation "Welcome
to the Drone Revolution, Practical Applications, Emerging Threats and Countermeasures." Several ISPLA board
members, who are well-versed on the subject of drones, will also be attending the Toronto conference.
More on Drones e Intellenet Conference e Toronto 2016
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