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Peter Psarouthakis

Peter’s Posting
by

Executive Director, Intellenet

Dear Intellenet Members:

lur Z0/8 conference hotel registration web site is up and running, and ...

W are now half way thru the summer and | hope
Ethat you all are doing well. Plans are well under-
way for our 2018 conference in beautiful Aruba from April
10-13 at the beautiful Aruba Marriott Resort & Stellaris
Casino, located at L.G. Smith
Boulevard # 101, Palm Beach,
Aruba. Both the education and
conference team is hard at work
planning another stellar training
and networking event you won’t
want to miss. | am excited to an-
nounce the hotel reservation
website is up and running and
can be accessed by going to the
Conference page of the Intellenet
website, special thanks to Peggy
Centonze, our Executive Assistant
for designing the conference

page.

We continue to see members who have not renewed due
to retirement, and we wish them well and thank them for
their years of support. However, that also means we need
to recruit new members. As you go about your business
and meet investigators in your travels, please be aware of
any potential candidates for membership. Remember that
they must have at least ten years of investigation experi-
ence.

We continue to offer educational opportunities to not only
our members but outside professionals. Intellenet and Fin-
ley Consulting & Investigations are pleased to offer a two-
day workshop, September 14-15,2017, at the Pittsburgh
Marriott North Hotel in Cranberry Township, PA. Attend-
ees will earn 14 CEUs and network with other safety and
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“...we will be at the Marriott
Kesort & Stellaris Lasing in
beautiful Aruba,”

security personnel. This two-day intensive workshop will
demonstrate cost-effective measures to reduce your po-
tential for death injury and increase your reputation with
your customers as a safe place to conduct business. There
can be no guarantee that a hos-
tile action may occur, but your
preventive actions should reduce
your exposure to negligence se-
curity litigation claims. More info
on can be found by clicking on
the workshop link on our web-
site, again thanks to Peggy!!!

Our Facebook group continues to
grow. Approximately 1/5 of our
members are on the Facebook
group. If you use Facebook please
ask to join the group. The group
is for members only and all people are checked against our
membership list before being allowed into the group. The
Facebook group does have postings with additional infor-
mation from members that typically are not allowed on
our general listserv. The Facebook group link is https://
www.facebook.com/groups/574462629397889/.

Lastly, Intellenet will be exhibiting at the North Carolina
Association of Private Investigators Conference in Chero-
kee, NC, November 5-7° We will also be exhibiting at the
Minnesota Association of Private Investigators Conference

at Mystic Lake Casino located in Prior Lake, MN, Septem-
ber 27-29. On behalf of the entire Board of Directors, |
hope everyone has a great rest of the summer! As always
you can reach me at peter@ewiassociates.com.
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Member News

Welcome New Members ...

Uffe BODEHOLT — Copenhagen, DENMARK
Marc BOURNE — Bensalem, PA

Danny BRABHAM—Roanoke, VA
Arnold (Arnie) BRISCOE — Willis, TX

Larry FLANNERY - Greensboro, NC -
- added to Greg Scott listing

Larry FORLETTA - Pittsburgh, PA
George GERGIS — South Bend, IN
Tom HAM - Knoxville, TN
Marc HURWITZ — Miami, FL
Dan LOPER - Boston, MA / Portsmouth, NH
Jeff MUELLER — New York City
Tasha SIMS — Little Rock, AR

Bernarda SKRABAR - Ljubjiana, SLOVENIA
Susan SPOFFORD—Fairfax, VA

These are our new members since we last published. To update
your membership listing on the web, or in our Briefcase Ros-
ter, send info to intellenet@intellenetwork.org.

In the news ...

Former FBI agents John Minder-
mann and Paul Magallanes
were quoted in a lengthy New York
Times article involving past FBI inves-
tigations that have centered on White
House activities and U.S. Presidents.
Paul is an Intellenet member. The
article focused on how the FBI views itself as an independ-
ent and necessary check on the powers of the president.
Thanks to Bruce Hulme for alerting us to this news.
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News from the UK ...

P hil and Yin Johnson
announced that their
founder members status on
@ResilienceCloud has been
updated to include their
new capabilities, including
the social /business media

information. Their site was
created by member Rodney Johnson of Seoul.

Phil also noted they have a new business address in the
UK: Phil and Yin Johnson | J J ASSOCIATES INTERNATION-
AL | 506 Thornton Road | Thornton, Bradford BD13 3JD
United Kingdom.

News from PI Magazine ...

Roe and Jimmie

Mesis have an-

nounced that fellow

Intellenet member Jim

Nanos and his busi-

ness partner Nicole

Cusanelli have become

the new owners and

publishers of PI Maga-

zine. Jimmie will con-

tinue as an Associate Editor to assist in the transition, as
Pl Magazine continues its proud tradition. Jimmie and Roe
will now focus their efforts on their investigative agency
and national countermeasures company, USA Bug
Sweeps. Congratulations Jim and Nicole, and thank you
Roe and Jimmie for building a successful magazine, one of
its kind in the professional investigator literary canon.

magazine

L£L0om

Continued on next page ...
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News from Jim ...

O ur esteemed founder and Executive Director Emeritus,
James P. Carino Jr., CPP, recently received notice that he
is the recipient of a special distinction to be bestowed by ASIS In-
ternational at their annual conference this year. Jim shared the
letter he received from ASIS.

Jim had to reply to ASIS that he wouldn’t be able to attend this
year’s conference. At present he and Connie plan to fly to Italy for
the annual reunion of the Aviano Air Base Association. In addition:
“Grandson number 2 is doing a semester abroad in Florence (he
did spring semester in London). He starts his 4th year at the Syra-
cuse School of Architecture (a 5 year program).”

Jim sent us his new address: 3500 W. Chester Pike, CH 110 |
Newtown Square, PA 19073 | Ph: 215-680-4296.

Congratulations, Jim !

Member News continues on next page ...
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News on the ETS Imitiative ...

D ave Ziegler sends us an update on the Intellenet
initiative featuring audits for the Educational
Testing Service (ETS):

“To date in 2017, our members have conducted ETS files
in 63 countries. Since June 30, 2017, one of our mem-
bers in the Euro Zone conducted 45 test security audits.
Our members reached several new countries this year,
including the following:

e Burkina Faso

e Djibouti

e Ethiopia

e Kyrgyzstan

e Turkmenistan

e American Samoa (not a country but hard to get to!)

This brings our total countries reached in the last few
years to well over 150! In the USA we conducted both
investigations and audits in 16 states with over 158
files. I would suggest that all our members can tell pro-
spective clients that we indeed have International reach
with proven results.”

Founded in 1947, ETS is “... the world's largest private
nonprofit educational testing and assessment organiza-
tion. It is headquartered in Lawrence Township, New Jer-
sey, but has a Princeton address.

ETS develops various standardized tests primarily in the
United States for K-12 and higher education, and it also
administers international tests including the TOEFL (Test
of English as a Foreign Language), TOEIC (Test of English
for International Communication), Graduate Record Ex-
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amination (GRE) General and Subject Tests, and
The Praxis Test Series — in more than 180 countries, and
at over 9,000 locations worldwide ...” (Source: Wikipedia)

For more information on the ETS initiative, contact Dave
at cpstaats@verizon.net, phone 609-538-0508.

News from NALI ...

Y I Yhe National Association of Legal Investigators and
Intellenet “share” many members and for years

Intellenet members have been active in both associa-
tions. That tradition continues after NALI’s 50th anniver-
sary conference and celebration, in June in Alexandria,
VA, with Nicole Bocra Gray as conference chair. NALI had
record numbers in attendance, and the celebration fea-
tured a dinner cruise on the Potomac River. Several Intel-
lenet members were elected to NALI’s Executive Council,
which takes office on September 1st, including: Ken Shel-
ton, National Director; Nicole Bocra Gray, Assistant Na-
tional Director; Region Directors Alan E. Goodman, Re-
gion |; George Gergis CLI, Region Il; Jay Marin, Region lll;
Dave Johnson, Region IV; and Anne La Jeunesse, Region
VII. For several years, Intellenet members have served as
NALl's CEO, three of whom are seen here.

Continued on next page .
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News in private security ...

I ntellenet member Tom Cseh (center, in photo)
received the prestigious Outstanding Staff Contri-
bution Award for 2016 at the U.S. Security Associates
(USSA) Winner’s Circle Xl presentation in Phoenikx,
Arizona on April 22, 2017. Tom is Andrews Interna-
tional’s Regional Director for Operations in Latin
America, based in San Pedro Sula, Honduras. Pre-
senting the award to Tom was Richard Wyckoff
(right), President and CEO, USSA, and Tom’s immedi-
ate boss, Randy Andrews (left), Founder and Presi-
dent of Andrews International, a wholly-owned sub-
sidiary of USSA. Tom was recognized for propelling
his region to an unprecedented almost 300% growth
in 2016. Andrews International provides both armed
and unarmed private security guarding services in Hon-
duras and neighboring Nicaragua.

Aruba Beckons

By George Michael Newman

I ntellenet’s 2018 Annual Membership on the Internet, an extended presentation
Meeting in Aruba is expected to be will address then-current and probable fu-
like no other, as the Board once again ture resources. All who practice the art and
looks toward providing a unique and edu- craft of investigation, in whatever profession-
cational experience to those who attend. al realms, will enrich their skillsets and exper-

v Rl e @ eon s couiny o i tise during an informative and entertaining

Kingdom of Netherlands, and a mélange opportunity to learn from one of the field

of cultures resulting from its rich history. Jetars,

Somewhat recently, it was thrust into an And, members from around the world will
extended media focus resulting from the once again share a wealth of regional
disappearance, in 2005, of Natalie Hol- knowledge and insights for those instances
loway. It is expected that among the when a case comes from, goes to or works
presentations assembled for attendees through their part of the globe.

will be a local authority contributing insights into what Alllin all, with the educational platform combinediwith

became a serial course of complex events that captivated the venue, the Aruba conference beckons.

world media for years.

‘e

Social media always being an investigative resource, one
which surges forward almost at the speed of information
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Protecting Human Assets

By Neal Custer

Introduction

When you ask people what is
most important to them,
their families are usually at the top of
the list. Having your credit card num-
ber stolen makes for a stressful experi-
ence, but it pales in comparison to the

feeling of having a child or elderly
parent’s safety compromised.

Phones for Kids

While the digital advancements
we see daily can make like easier, they
can also make it more complicated
and make the act of maintaining a safe
environment far more difficult, espe-
cially for parents. As of 2011, one in
five elementary school students
owned a cell phone. Instead of play-
ing pretend and building sand castles,
they are spending recess on Snapchat
and Facebook. Many young children
are exposed to smartphones as in-
fants; instead of handing their little
babies rattles, overstressed mothers
are reaching more and more for their
phones and tablets.

Arming your 9-year-old with a bright
shiny new iPhone might make him the
coolest kid on the playground, but it
also paints a target on his head for
both schoolyard and adult thieves.
The expression “taking candy from a
baby” becomes fare more tempting to
a thief when the candy is a $400.00
boy.

If you’re buying a phone for a child, at
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least consider what you actually want.
Do you just want a reliable means of
communication in case of emergency?
Non-smart “feature phones” are still
widely available from every major car-
rier, especially for their no-contract

“... instead of
handing their
little babies
rattles, over-
stressed mothers
are reaching
more and more
for their phones
and tablets.”

plans. These phones come in a variety
of sized and user interfaces: flip
phones, Blackberry lookalikes with full
keyboards, touchscreens and more.
They cost somewhere around $10.00
for the phone and $25.00 per month
for unlimited minutes. There are no
malicious apps to download and no
time wasted in class on Facebook.

If you really feel your child needs a
smartphone, take precautions. Cer-
tain apps have user interfaces more
suited to children. A parent sets up
the main administrative account,
locked with a password, and deter-
mines which apps and features the

child can use. The phone is then put
into a simple mode that allows only
those. The appropriately titled “Kid
Mode” by Zoodles (a default on newer
HTC phones) is the most commonly
seen app of this kind on Android de-
vices.

For iPhones and iPads, consider the
options in the “Settings” panel. The
“Guided Access” option
(Settings>General>Accessibility>Guide
d Access) allows someone to lock a
device to allow the use of only a sign
app. All other features are locked un-
til the user enters the correct PIN.
This is useful if you load a game on
your own device and hand it to your
child.

An even more important collection of
settings is found in the “Restrictions”
panel (Settings>General>Restrictions).
This allows an administrator (such as a
parent) to control exactly what the
device is and isn’t allowed to do. Par-
ents can disable in-app purchases,
control the types of websites that are
available through Safari (or disable it
altogether), and limit or remove a
child’s ability to play games or add
friends in the Apple Game Center.

There is one distinct advantage to giv-
ing your offspring a smartphone: You
now have a GPS tracker on your child,
and he or she will never want to leave
it behind. Apps like Cerberus,

Continued on next page ...



“Apps like Cerber-
us, PhoneSheriff,
NetNanny and My
Mobile Watchdog
allow parents to
precisely pinpoint
a child’s GPS
location ...”

PhoneSheriff, NetNanny and My Mo-
bile Watchdog allow parents to pre-
cisely pinpoint a child’s GPS location,
listen in on her conversation and in-
tercept her communications.

Having access to this information
may seem intrusive, but consider: If
your child was communicating with a
dangerous individual online, you’d be
the first to know. In the horrifying
possibility of a child abduction, hav-
ing access to the phone’s GPS loca-
tion could mean the difference be-
tween life and death.

As with any scientific advancements,
smartphone technology can be ap-
plied positively or negatively. Par-
ents need to be aware of these op-
tions to make educated decision
about how to approach the
smartphone issue with their kids.
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Notably, many of these same con-
cepts can also be used to help the
elderly, including a parent with de-
mentia or failing health. Keeping
track of a parent’s location and help-
ing to block bad web content can
prevent your parent from getting
scammed or being physically injured.
A number of technological advance-
ments are marketed directly at the
elderly, such as emergency cellphone
wristbands, remote monitoring sys-
tems for nursing homes, and most
interestingly a special type of desk-
top computer that provides a simpli-
fied user interface for the elderly.

These kinds of computers come with
a specific set of advantages and dis-
advantages, and as with all new tech-
nology there are many consumer
guestions that need answered. Are
they really useful? Are they worth
the money over a standard comput-
er? What are the alternatives?

Be Wary of
Computers
Marketed to
Seniors ...

It’S hard enough for the average
user to stay safe online. For those
who don’t fall into the tech-savvy
demographic, it can become night-
marish.

While there are plenty of seniors
who are passionate about the new-
est technology, many are content to
minimize or eliminate their use of the
Internet. A 2014 survey found that
while close to 90 percent of millenni-
als own smartphones, the number

drops to under 40 percent of those
over age 65.

If you try to persuade an elderly rela-
tive into getting more connected
with technology, understand that
your efforts may be a double-edged
sword. While you might feel frustrat-
ed that you parents can’t see your
latest tweet every 10 seconds, it can
be dangerous to throw an inexperi-
ence user into the depts. Of the tech-
nological wasteland without the right
equipment. Someone just learning
to navigate the Internet is a minnow
swimming with sharks. The elderly
are high-value targets by scammers
for this very reason.

The key to getting seniors connected
while keeping them safe is to find a
happy medium, a device that allows
the new user to experience what
technology has to offer without cre-
ating frustration or danger.

One option is a type of computer de-
signed for the elderly. Companies
such as Teikin and The Wow Comput-
er have popped up recently, selling
computers with ultra-simplified user
interfaces to get seniors performing
basic tasks such as sending emails
and browsing the web. Telikin claims
it’s “the world’s easiest computer.”
The Wow Computer advertises that
its product is “so easy to use, you
won’t have to ask your children or
grandchildren for help.”

But do these products do
the job? Are they worth the
price?

Continued on next page ...



These computers often come in the
form of all-in-touchscreen units with
large-print icons designed to make
navigation easy. If you want to send
an email, you just push the big button
that says “E-Mail.” Press “Search”
and user can open a web browser.
It’s all reminiscent of the late-90s
AOL interface. It makes

basic tasks effortless while
preventing the user from

feeling that he or she may

break something.

What’s under the hood?

As it turns out, these ma-

chines are similar and

share similar prices. The

Telikin Elite Il holds a

MSRP of $1,249.00.

That’s almost as much as

a new i7 iMac. If you're expecting
similar components to the iMac,
however, think again. The Telikin
Elite Il comes equipped with an Intel
Celeron processor, a 500GB SATA
hard drive and a mere 2GB of RAM.

These are extremely low-budget
parts for a 2015 computer. A tradi-
tional desktop with these same com-
ponents sell for around $200.00 at
Wal-Mart.

Perhaps the custom operating system
justifies the other $1,049.00? As it
turns out, all these machines run ver-
sion of Linus, the free open-source
operating system used on everything
from desktops to DVRs. The manu-
facturer has simply added a user in-
terface to an existing framework.

On the plus side, Linux is generally
extremely secure and has a lower
malware risk than Windows or Mac
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computers. Even so, while these sys-
tems may indeed make using the In-
ternet easier for seniors, it’s hard to
justify needless sending on old hard-
ware and free operating systems.
Everything offered by these machines
can be replicated at home for a frac-
tion of the cost.

Because Linux is free, you can legally
download your flavor (known as a
“distribution”) of choice, burn it onto
a CD or DVD, and install it on almost
any PC—even one with relatively
poor specs. There are even Linus dis-
tributions preconfigured for the el-
der, such as “Ely Linus,” which has
the very same kind of simplified,
large button interface. With a
$100.00 Craigslist computer and a
free copy of Eldy Linus, the same ex-
perience of a Telkin can be re-created
for next to nothing. Even paying a
technology consultant to do the in-
stallation is far cheaper than buying a
specialized computer for seniors.

Want to try it yourself? The official
documentation for Ubuntu, the most
common Linux distribution, offers a
straightforward tutorial on how to
turn a downloaded distribution into a
Linux installation disc. Check it out at

help.ubuntu.com/community/ burn-
inglsoHowto.

A decade ago, today’s world of Inter-
net-connected refrigerators, wireless
battery charging, and the ubiquitous
social encouragement to pubically
share every thought would have felt
like the setting of a science-fiction
novel. At the turn of the millen-
nium, the worst trap a user
could expect to fall into was re-
plying to an email from a for-
eign prince wanting to share
bank accounts. Today malware
can automatically install itself
onto a computer, silently con-
duct a wire transfer, and then
use that device to hack some-
body else—no prince required.

For seniors, a simplified Linux
system might be a viable alternative
to a traditional computer both in se-
curity and user-friendliness. Read
beyond the advertising and examine
exactly what you’re buying, or you
might waste money on a Pinto adver-
tised as a Porsche. Install Linux your-
self or hire a competent tech person
to do so, and you’ll end up with a
better product at a fraction of the
cost.

Used by permission of the au-
thor. Neal Custer is an Intel-
lenet member and owner of the
Custer Agency in Boise, Idaho.
He can be reached at
neal@custeragency.com. This

article will be a chapter in one
of Intellenet's forthcoming
books.
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Truth, Honor and Promises
By Weeden Nichols

Ed. Note: The author served with Intellenet member
Bill Blake in the U.S. Army’s Criminal Investigation
Command. Articles submitted to our newsletter are
on the authority of the author. The author address-
es universal themes. Reprinted with permission.

‘e
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ISPLA News for INTELLENET
By
Bruce Hulme H. Hulme, CFE, BAI
ISPLA Director of Government Affairs

Criminal Record
Pre-employment Checks:
Update on Restrictions

I nvestigative and security professionals conducting pre

-employment background checks should review this
article carefully as it is a trend being proposed in a num-
ber of federal, state and local jurisdictions.

The City of New York in 2015 enacted the Fair Chance Act

(FCA), which, subject to limited exceptions, prohibits pri-
vate employers from seeking information from job appli-
cants regarding their past criminal convictions prior to
making a conditional offer of employment. Now, two
years after the enactment of the FCA, the New York City
Commission on Human Rights has finally issued detailed

rules and regulations that employers must follow in order
to comply with the FCA. They become effective on August

5, 2017.

Subject to limited exceptions, under the FCA, employers
with at least four employees are prohibited from asking

individuals about any prior criminal conviction until after a

conditional offer of employment is made. However, the
FCA’s prohibitions do not apply:

To any actions taken by an employer pursuant to any
federal, state or local law that requires criminal back-
ground checks for employment purposes or bars em-
ployment based on criminal history;

To individuals applying for employment as a police
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officer, peace officer or at a law enforcement agency;
or

To individuals applying for a position listed on the
website of the New York City Department of Citywide
Administrative Services as having been determined to
involve law enforcement, be susceptible to bribery or
corruption or that entails the provision of services to
or safeguarding of individuals who, because of age,
disability, infirmity or other condition, are vulnerable
to abuse.

The rules and regulations promulgated by the Commission

dictate that under the FCA, employers are prohibited from

engaging in any of the following actions before making an

adverse employment decision concerning an applicant for

hire, promotion or transfer:

Seeking to discover, obtain or consider the criminal
history of an applicant.

Expressing any limitation or specifications based on
criminal history in job advertisements, postings or ap-
plications. This includes, but is not limited to, any lan-
guage that states or implies “no felonies,”
“background check required” or “clean records only.”

Using an application that contains a question about an
applicant’s criminal history or pending criminal case or
requests authorization to perform a background check
even if applicants are informed that if they are apply-
ing for a position in New York City they can skip the
question.

Making any inquiry or statement related to an appli-
cant’s criminal history, whether written or oral, during
a job interview.

Continued on next page ...
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e Asserting, whether orally or in
writing, that individuals with a
criminal history or individuals with
certain convictions will not be
hired or considered.

e Conducting investigations into an
applicant’s criminal history, in-
cluding the use of publicly availa-
ble records or the Internet for the
purpose of learning about the ap-
plicant’s criminal history, whether
such investigations are conducted
by an employer or for an employ-
er by a third party.

e Disqualifying an applicant for re-
fusing to respond to any prohibit-
ed inquiry or statement about the
applicant’s criminal history; and

e In connection with an applicant,
searching for terms such as,

” u ” u

“arrest,” “mugshot,” “warrant,”

“criminal,” “conviction,” “jail” or
“prison” or searching websites
that purport to provide infor-
mation regarding arrests, war-
rants, convictions or incarceration
information for the purpose of

obtaining criminal history.

The rules and regulations state that
an employer is not liable under the
FCA if it inadvertently learns of an ap-
plicant’s criminal history without en-
gaging in any of the above actions.
However, if the employer uses the
inadvertently discovered information
to further explore an applicant’s crim-
inal history before a conditional offer
of employment has been made or us-
es the information to determine
whether to make a conditional offer
of employment, the employer will be
liable under the FCA.
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Further, the rules and regulations
state that once an employer has made
a conditional offer of employment,
the employer may (1) ask, either oral-
ly or in writing, whether an applicant
has a criminal conviction history; (2)
run a background check or, after re-
ceiving the applicant’s permission and
providing notice, use a consumer re-
porting agency to do so; and (3) ask
about the circumstances that led to
the conviction and gather information
relevant to the Article 23-A factors
(discussed below).

If the employer does not wish to with-
draw the conditional offer of employ-
ment, their obligations under the FCA
have been satisfied. If, however, after
learning of the applicant’s criminal
history, the employer wishes to with-
draw the offer of employment, the
rules and regulations require the em-
ployer to (1) engage in an Article 23-A
analysis and (2) follow the “Fair
Chance Process.”

The FCA’s rules and regulations also
assert that after evaluating the above
factors, the employer must then de-
termine whether there is a direct rela-
tionship between the applicant’s con-
viction history and the prospective job
(“direct relationship exception”) or if
employing the applicant would in-
volve an unreasonable risk to proper-
ty or to the safety or welfare of spe-
cific individuals or the general public
(“unreasonable risk exception”). If,
after weighing the above listed Article
23-A factors, an employer cannot de-
termine that either the direct rela-
tionship or unreasonable risk excep-

Continued next page ...

Article 23-A of the
New York State
Corrections Law

This law states that employers
may not discriminate against
employees or applicants based on

their prior criminal conviction with-

out taking into account the follow-
ing factors:

a) The specific duties and responsi-
bilities necessarily related to the
prospective job;

b) The bearing, if any, of the con-
viction history on the applicant’s
or employee’s fitness or ability
to perform one or more of the
job’s duties or responsibilities;

c) The time that has elapsed since
the occurrence of the criminal
offense that led to the applicant
or employee’s criminal convic-
tion, not the time since arrest or
conviction;

d) The age of the applicant or em-
ployee when the criminal
offense that led to their convic-
tion occurred;

e) The seriousness of the appli-
cant’s or employee’s conviction;

f) Any information produced by
the applicant or employee, or
produced on the applicant’s or
employee’s behalf, regarding
their rehabilitation and good
conduct; and

g) The legitimate interest of the
employer in protecting proper-
ty, and the safety and welfare of
specific individuals or the gen-
eral public.
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tions apply, then the FCA prohibits the apply not only to individuals with prior e

employer from revoking the condi-
tional employment offer.

If, however, the employer determines

that either the direct relationship or
unreasonable risk exceptions apply

and the employer wishes to withdraw

the conditional offer, then the FCA’s

criminal convictions but also to those
with pending arrests that have not yet

been adjudicated.

The FCA’s rules and regulations note
that there is a per se violation of the
FCA if an employer takes any of the
following actions:

Making any statement or inquiry
relating to the applicant’s pending
arrest or criminal conviction be-
fore a conditional offer of employ-
ment is extended.

Using within New York City a
standard form, such as a boiler-
plate job application, intended to

rules and regulations require the em-
ployer to follow the Fair Chance Pro-
cess by:

Providing a written copy of any
inquiry made to collect infor-
mation about criminal history to
the applicant. This includes, but is
not limited to, copies of consumer
reporting agency reports, print
outs from the Internet, records
available publicly and written sum-
maries of any oral conversations,
specifying if the oral information
relied upon came from the appli-
cant;

Providing a written copy of the Ar-
ticle 23-A analysis to the applicant
by use of the Fair Chance Notice,
which is available on the Commis-
sion’s website, or a comparable
notice;

Allowing the applicant a reasona-
ble time to respond to the employ-
er’s concerns (no less than three
business days); and

Considering any additional infor-
mation provided by the applicant dur-
ing this period.

If the employer ultimately decides to
revoke the conditional offer of em-
ployment after following the above
steps, the employer must notify the
applicant in writing. Notably, the
above restrictions and requirements
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“New York City
employers should
review their job
applications to
ensure that they do
not seek infor-
mation regarding
individuals’
criminal conviction
history.”

Declaring, printing or circulating,
or causing the declaration,
printing or circulation of any solic-
itation, advertisement, policy or
publication that expresses, direct-
ly or indirectly, orally or in writing,
any limitation or specification in
employment regarding criminal
history. This includes, but is not
limited to, advertisements and
employment applications contain-
ing phrases such as, “no felonies,”
“background check required” and
“must have clean record.”

Using applications for employ-
ment that require applicants to
either grant employers permission
to run a background check or oth-
erwise provide information re-
garding an applicant’s criminal
history.

be used across multiple jurisdic-
tions, which requests or refers to
criminal history. Disclaimers or
other language indicating that
applicants should not answer spe-
cific questions if applying for a
position in New York City does not
shield an employer from liability.

e Failing to comply with the require-
ments of the Fair Chance Process,
as outlined above.

e Requiring applicants or employees
to disclose an arrest that, at the
time disclosure is required, has
resulted in a non-conviction.

Employers who violate the FCA may
be liable for, among other things,
compensatory damages (e.g., the
wages the individual would have
earned had they been hired), punitive
damages, attorneys’ fees and civil
penalties ...

If the Commission finds that an em-
ployer’s actions were willful, wanton
or malicious, the Commission may
impose a civil penalty of up to
$250,000.

New York City employers should re-
view their job applications to ensure
that they do not seek information re-
garding individuals’ criminal convic-
tion history. Indeed, New York City

Continued next page ...
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employers who ask about prior crimi-
nal convictions on employment appli-
cations must revise those applications
to remove such questions. Employers
should also review job postings and
other pre-hire paperwork to ensure
that they do not inquire about or ref-
erence information concerning an ap-
plicant’s prior criminal conviction prior
to making a conditional job offer.

ISPLA is grateful to the employ-
ment law firm of Fox Rothschild for
providing us with this timely infor-
mation. For more information
about this labor law alert, please
contact Glenn S. Grindlinger at
212.905.2305 or
ggrindlinger@foxrothschild.com,

Raquel A. Gutiérrez at
646.601.7637 or
rqutierrez@foxrothschild.com or

any member of the firm’s Hospitali-
ty Practice.

New Form I-9
Mandatory Effective
September 18, 2017

The United States Citizenship and
Immigration Services (USCIS is a divi-
sion of the U.S. Department of Home-
land Security) released a revised ver-
sion of Form |-9, Employment Eligibil-
ity Verification, on July 17, 2017. This
new edition of the form, will bear a
revision date of 07/17/17 N, become
mandatory on September 18, 2017,
and will replace all prior editions of
the form as of that date.

Employers may use either the current
edition (with a revision date of
11/14/16 N) or the new edition, once
released, through September 17,
2017. However, as of September 18,
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2017, only the new edition will be ac-
ceptable for new hires or reverifica-
tions. The new version of the Form -9
is expected to include the following
changes:

Revisions to the Form I-9 Instructions:

1) The name of the “Office of Special
Counsel for Immigration-Related
Unfair Employment Practices” will
be changed to its new name,
“Immigrant and Employee Rights

Section.”

2) The phrase “the end of the first
day of employment” will be short-
ened to “the first day of employ-

ment.”

Revisions Related to the List of Ac-
ceptable Documents on Form 1-9:

1) The Consular Report of Birth
Abroad (Form FS-240) will be add-
ed to List C.

Employers completing Form 1-9 on
a computer will be able to select
Form FS-240 from the dropdown
menus available in List C of Section
2 and Section 3. E-Verify users will
also be able to select Form FS-240
when creating a case for an em-
ployee who has presented this doc-
ument for Form [-9.

All of the certifications of report of
birth issued by the Department of

State (Form FS-545, Form DS-1350
and Form FS-240) will be combined
into selection Item 2 under List C.

2) All List C documents, except the
Social Security card, will be

renumbered.

For example, the employment au-
thorization document issued by the
Department of Homeland Security
on List C will change from Item 8
under List C to Item 7 under List C.

3) All changes will be incorporated
into a revised edition of the M-
274 Handbook for Employers:
Guidance for Completing Form I-9,
which is also being revised to
make it easier for users to navi-
gate.

All' U.S. employers are required to
complete a Form I-9 for every employ-
ee hired in order to verify that the in-
dividual is authorized for employment
in the United States under the Immi-
gration Reform and Control Act of
1986 (IRCA). Beginning September 18,
2017, employers must use the new
version of the Form for all new hires
and for re-verifying current employ-
ees with expiring employment au-
thorization documentation. [Employ-
ers should not complete new forms
for existing employees who do not
require reverification.] A best practice
would be for employers to begin using
the new edition of the form immedi-
ately upon its release.

Form I-9 is used for verifying the iden-
tity and employment authorization of
individuals hired for employment in
the United States. All U.S. employers

Continued on next page ...
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must ensure proper completion of
Form I-9 for each individual they hire
for employment in the U.S. This in-
cludes citizens and noncitizens. Both
employees and employers (or author-
ized representatives of the employer)
must complete the form. On the form,
an employee must attest to his or her
employment authorization. The em-

sentative Richard Hudson (R-NC-8)
and S.446, the “Constitutional Con-
cealed Carry Reciprocity Act of 2017”
sponsored by Senator John Cornyn (R-
TX). The two measures essentially
mandate national reciprocity for con-
cealed carry permits issued pursuant
to state law. Any state that allows
some form of concealed carry —and

ployee must also present his or her
employer with acceptable docu-
ments evidencing identity and em-
ployment authorization. The em-
ployer must examine the employ-
ment eligibility and identity docu-
ment(s) an employee presents to
determine whether the document
(s) reasonably appear to be genuine

and to relate to the employee and

record the document information

on the Form I-9. The list of acceptable
documents can be found on the last
page of the form. Employers must
retain Form |-9 for a designated peri-
od and make it available for inspec-
tion by authorized government offic-
ers. ISPLA suggests that all such Form |
-9 material of employees be filed to-
gether in a separate file in the event
of such government inspections, thus
minimizing the potential inspection of
an employment file being scrutinized
for other infractions that might un-
knowingly be disclosed in a specific
employee's personnel folder.

Concealed Carry
Reciprocity Acts Status
Report

The American Bar Association has
submitted letters in opposition to H.R.
38, the “Concealed Carry Reciprocity
Act of 2017” sponsored by Repre-
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all states do — would have to recog-
nize a concealed-carry permit issued
in another state. A similar House bill
passed in past Congresses when Re-
publicans controlled the House of
Representatives, but failed to pass the
Senate. The current House bill has 205
cosponsors, 103 Republicans and two
Democrats. The Senate version has
38 cosponsors, all Republicans.

It is the ABA's position that such poli-
cy offends deeply rooted principles of
federalism where public safety is tra-
ditionally the concern of state and
local government. "A state’s ability to
consider safety factors—such as age,
evidence of dangerousness, live fire-
arm training, or criminal records—
would give way to other states’ less
stringent requirements. Unlike some
efforts of Congress to create mini-
mum safety standards, this bill could
lead to no safety standards as more

states enact laws to allow persons to
carry concealed firearms without a
permit."

They point out that knowledge of lo-
cal authorities, who best know the
individual applicant, would also be
rendered moot. For example, a per-
son with a history of domestic disturb-
ances, who might be denied a con-
cealed-carry permit in his own state,
could simply obtain a permit in anoth-
er state. Even worse, permits that are
revoked, counterfeited, or otherwise
invalid would be difficult to identify by
law enforcement or other officials
who need to know, as there is little
means of verifying an out-of-state
permit. The growth of “permitless”
carry states would only further con-
found this verification dilemma. For
these reasons, the ABA in 2011 adopt-
ed policy expressly opposing “federal
legislation that would force states to
recognize permits or licenses to carry
concealed weapons issued in other
states.”

They also contend that these pro-
posed bills are unnecessary as the
majority of states, through reciprocity
agreements, already recognize con-
cealed carry permits issued in select-
ed states. However, these reciprocity
agreements are typically between
states that have similar concealed
carry licensing requirements. The dis-
cretion of states to enter, or not en-
ter, into reciprocity agreements is
critical to their core public safety func-
tion. With the increase in right-to-
carry laws across the country, the
crime rate has also increased. In June,
Stanford Law Professor John Donohue
published a study, based on decades
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of crime data, corroborating this
point. He estimated that “Ten years
after the adoption of [right—to-carry]
laws, violent crime is estimated to be
13-15% percent higher than it would
have been without the RTC law.”

The ABA contends that Congress
should not tie states’ hands when it
comes to deciding who can carry guns
within their borders. How do investi-
gative and security professionals feel
about these two bills and the position
of the ABA?

Reciprocity and
Recognition —

"Streamlining Licensing
Across State Lines:
Initiatives to Enhance
Occupational License
Portability"

AS | pen this article for the INTEL-
LENET Newsletter in July, the Federal
Trade Commission’s Economic Liberty
Task Force has not yet held its sched-
uled upcoming "roundtable" to exam-
ine ways to mitigate the effects of
state-based occupational licensing
requirements. The disparity between
states' licensing statutes can make it
difficult for private investigators and
security professionals who are state-
license holders to obtain licenses in
other states. License portability re-
strictions often prevent otherwise
qualified people from marketing their
services across state lines or when
they move to a new state. The Task
Force is considering how occupational
licensing reform might reduce barriers
to entry, enhance competition, and
promote economic opportunity. Reci-
procity and recognition of state licens-
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es are a factor in this issue.

State licensing rules, by their very na-
ture, may inhibit one’s ability to pro-
vide services in a given state. Even in
situations where licensing serves a
legitimate health and safety purpose,
licensing requirements restrict the

“Recognizing the
costs to both
consumers and
licensees of
multistate licensing
requirements, a
variety of initiatives
have sought to
enhance occupational
license portability.”

labor supply and reduce competition,
and therefore may increase the price
consumers pay for services. Licensing
restrictions also may limit employ-
ment opportunities for qualified pro-
viders. Some states are also in the
process of deregulating this profes-

sion.

Because licensing rules are primarily
state-based, it may be difficult for
someone licensed in one state to be-
come licensed in another. State licens-
ing standards vary considerably, thus
applicants licensed in one state may
need additional education or training
to qualify for another state’s license.
Even when a profession’s underlying
standards are national and state li-
censing requirements are similar
throughout the United States, the
process of obtaining a license in an-
other state can be slow, burdensome,

and costly.

The need to obtain a license in multi-
ple states can reduce interstate mobil-
ity and practice, and even lead licen-
sees to exit their occupations when
they move to another state. The need
for multi-state licensure also affects
consumers’ access to services. It may
prevent qualified investigative and
security service providers from ad-
dressing time-sensitive emergency
situations near state lines, limit the
ability of members of our profession
to render professional services to our
clients or consumers in underserved
locations, or areas where experiences
investigative or security services are in
short supply.

Recognizing the costs to both con-
sumers and licensees of multistate
licensing requirements, a variety of
initiatives have sought to enhance
occupational license portability. New
types of models have emerged thus
far.

e Some nationwide organizations of
state licensing boards for individu-
al professions have developed
interstate licensing compacts.
These binding contracts are enact-
ed by states to define licensing
standards and processes, and to
share applicants’ records and dis-
ciplinary information among
states participating in the com-
pact.

e Other occupational organizations
such as International Association
of Security and Investigative Regu-
lators (IASIR) have developed
agreements, model laws, and
model rules that serve many of
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the same purposes as compacts. 2)

The FTC, IASIR and ISPLA are explor-
ing options for enhancing the porta-
bility of occupational licenses. Topics
of discussion include:

e Barriers to entry raised by cross-
state occupational licensing re-

To what extent is the increased
ability to provide certain services
electronically (such as by data-
base information and public rec-
ord searches) driving greater in-
terest in mechanisms to ease the
burdens of multistate licensing?

What are the advantages and
disadvantages of the mecha-
nisms that interstate licensure

“Are interstate
licensure
compacts or other
mechanisms more
suitable for some
occupations than
others? Is this an
initiative we
should pursue?”

quirements; 3)

e The law of interstate compacts;

e Licensing portability mechanisms
(which may include enabling one
state license to be recognized by
all states, expedited licensing in
additional states, and temporary
licensure);

e The status and effectiveness of
interstate licensing compacts,
agreements, and model laws in-
tended to ease licensing require-
ments across state lines for spe-
cific professions; and

e The potential impact of portabil-
ity measures on licensee mobili-
ty, market entry, provider sup-
ply, and competition among ser-
vice providers.

ISPLA Seeks Input ... 4

To assist us in our analysis of these

issues and various policy proposals

intended to address them, ISPLA

seeks input from our investigative

colleagues on the following ques-

tions:

5)

1) Is obtaining a license in another
state a significant barrier to mo-
bility in your business? If so,
what factors contribute to the
difficulty — e.g., differences in
state standards, burdensome
paperwork, multiple fees, etc.?
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compacts and model laws use to
ease licensing requirements
across state lines, such as mutual
recognition, endorsement, and
expedited licensure?

How effective are compacts and
model laws in reducing barriers
to entry in licensed occupations,
enhancing mobility of licensees,
increasing the supply of licen-
sees, and promoting competition
among service providers?

How does an interstate licensure
compact differ from a model law
used to streamline licensing
across state lines? What factors
influence the choice of an inter-
state compact or a model law to
ease cross-state licensing re-
quirements?

6)

7)

8)

9)

What factors contribute to a suc-
cessful compact or model law for
easing licensing requirements
across state lines? Are interstate
licensure compacts or other
mechanisms more suitable for
some occupations than others?
Is this an initiative we should
pursue?

To what extent does the effec-
tiveness of a compact or model
law depend on harmonization of
state requirements for licensing?
Do compacts and model laws
tend to increase the substantive
or procedural standards to ob-
tain a state license? If there is an
increase in standards, does that
limit licensee participation or
otherwise reduce the effective-
ness of a compact or model law
in easing licensing requirements?

To what extent do centralized
databases of applicants’ creden-
tials, criminal background
checks, and disciplinary infor-
mation contribute to the effec-
tiveness of an interstate licen-
sure compact? Do centralized
databases make it more likely
that the compact will be accept-
ed by licensees and clients of
licensees?

What factors influence a state’s
decision to enter into a compact
or adopt a model law? Are some
states more willing to become
part of a compact or model law
than others? How effective are
compacts and model laws that
are not universally adopted?
How can organizations that de-
velop and administer compacts
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ISPLA and INTELLENET are
also a members of the International
Association of Security and Investiga-
tive Regulators and | serve as the
IASIR industry board member repre-
senting private investigators. Your

and model laws foster their adop-
tion by more states?

10) What, if anything, can or should
the federal government do to en-
courage adoption of compacts
and model laws that promote
license portability across state
lines?

I.LA.S.I.R.

11) Are there some occupations for
which it would be better to re-

duce or eliminate licensing re-

INTELLENET newsletter editor, Don
Johnson, also serves on the IASIR
board representing the State of Indi-
ana. IASIR is comprised of state and
provincial government regulators in
the United States, Canada, France and
the United Arab Emirates. It is also
comprised of three additional indus-

guirements, rather than develop
an interstate licensure compact or
model law to ease licensing re-
qguirements across state lines?
What factors would influence this
analysis?

I would be grateful to receive

your comments at

brucehulme@yahoo.com try board members who represent

the interests of private security, ar-

mored cars and the alarm industry.
This same subject matter will most
likely be a major agenda item at its
2017 IASIR Conference to be held in

Chattanooga, Tennessee November 8-
10 (November 7 Board meeting) host-

ed by the Tennessee Department of
Commerce and Insurance. The venue
is the Double Tree by Hilton Hotel
Chattanooga Downtown. More infor-
mation is available at www.|ASIR.org.

Please consider

donating to ISPLA

to assist in its

continuing mis-

sion. Bruce can

be reached at
brucehulme@yahoo.com.

(11

ntellenet, in partnership with Finley Consulting and Investigations, has

scheduled a two-day workshop (Protecting Your Business—Are You Pre-

pared?) at the Pittsburgh Marriot North Hotel in Cranberry Township, PA
(Pittsburgh area) for Thursday and Friday, September 14-15, 2017. The focus of
this workshop will be on responding to questions a business owner may have.

The attendee fee is $159.00 and includes morning and afternoon drink breaks
and a sandwich lunch each day. Registration and fee payments may be made
through www.intellenetwork.org. Credit cards are accepted.

Attendees must make their own hotel reservations at (724) 772-3700. The hotel
has offered a rate of $155.34, including tax, internet and a free full breakfast. The
room rate cut-off date is August 23, 2017.
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